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INTRODUCTION : 

     Supply chains are highly complex, dynamic and in many cases globally distributed 

systems.  Supply chains, particularly global supply chains, are exposed to a large 

variety of risks, which compromise the performance of suppliers and the supply chain 

as a whole.  These risks include, for example, natural disasters, strikes and terrorism.  

A failure of a supplier or a subsystem results in a loss of supply or in the worst case in 

a total disruption.   

     In a highly competitive environment, supply chain disruptions can have a severe if 

not existential impact on the success of the involved companies.  In such an 

environment, competitive advantage implies the ability to provide products to 

This watermark does not appear in the registered version - http://www.clicktoconvert.com

http://www.clicktoconvert.com


customers at any time.  Lost sales, decreased market share and large contractual 

penalties are possible results of disruptions.  

     The inability of a supplier to provide the necessary amount of supply can have a 

major impact on the profitability of the entire supply chain.  Martha and Vratimos (1) 

give various examples of companies that encountered severe problems when their 

supply chains were disrupted.  The U.S car manufacturer Ford experienced severe 

disruptions in transportation caused by the terror attacks of September 11.  The 

company had to shut down five manufacturing sites in the U.S for several days 

because they ran out of supply.  The result was a 13% decrease in manufactured cars 

in the fourth quarter of 2001. An earlier example is the earthquake of Septmember21, 

1999 in Taiwan, which caused severe supply problems to the computer manufacturer 

Apple.  The destruction of major suppliers of semiconductor components delayed the 

production of the iBook and the power Macintosh G4 desktop computers during a 

period of market growth.  DaimlerChrysler and Continental Teves on the other side 

were better prepared.  These two companies had contingency plans and alternative 

transportation modes for their suppliers to which they resort to when their supply 

chains were disrupted after September 11.  Navas (2) gives an example of car 

manufacturers, which have started to build up pools of secondary suppliers to mitigate 

the risk of failures of primary suppliers. 

     These cases illustrate the inability of traditionally designed supply chains to deal 

with disruptions due to unanticipated events.  Traditional models for the strategic 

design of supply chains focus on cost-efficiency of the system, thus not considering 

redundancies in the form of inventories and multiple supplier arrangements and 

developing long-term relationships with a smaller supplier base, Nahmias (3).  Just-

in-time supply chains have become state of the art in many industries.  These models, 
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however, are based on the assumption that every element in the supply chain will 

always perform as planned.   

Literature Review: 

We provide a review of how risk in general and the risk of supplier failures in 

particular have been discussed in the supply chain management literature.  Supply 

chains face various sources of risk.  Besides manufacturing processes and customer 

demand, Davis (4) identifies the performance of suppliers as a major source of risk 

which influences the efficiency of a supply chain.  Van der Vorst et.al. (5) name order 

forecast horizon, input data, administrative and decision processes as well as inherent 

uncertainties depending on the typology of the supply chain as major risk clusters.  

Van Landeghem and Vanmaele (6) present a list of various sources of uncertainty that 

endanger the efficiency of global supply chains and indicate the most appropriate 

supply chain planning level to address them.  Risks incurred due to demand variations 

and information distortions are classical issues in the supply chain management 

literature.  The effect of demand volatility amplification along the supply chain due to 

information distortion is called the “bullwhip effect” and was first discovered by 

Forrester (7).  Based on Forrester’s findings, research on this effect has been 

elaborated by many other authors. 

Van Landegnem and Vanmaele (6) introduce a robust planning approach to tactical 

supply chain planning under uncertainty.  Monte Carlo simulation is used to 

characterize joint distributions of performance outcomes to allow for better decision 

making, e.g. in terms of safety stock levels or for the identification of uncertain 

factors with large impacts on the supply chain performance..  For a literature review 

on strategic supply chain design, we refer to the survey articles of Vidal and 
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Goetschalckx (8) and Goetschalckx (9) .Literature on reliability or robustness of 

supply chain networks is even more scarce. . 

Vidal and Goetschalckx (9) present an approach that includes supplier reliability as a 

design criterion.  A constraint is formulated which guarantees that the probability of 

all suppliers of critical materials of being on time satisfies at least a given target 

probability at each plant in the network.  

Sheffi (10) suggests dual supply arrangements in a strategic supply chain design. The 

author also opts for the installation of strategic emergency stock in the supply chain. 

Snyder and Daskin (11) introduce a facility location model, which performs well 

under both normal operating conditions and when distribution centers in the network 

fail.  Retail nodes in a distribution system are assigned to a hierarchy of distribution 

centers.  If a distribution center on a higher level in this hierarchy fails, the retailer 

will then be served by the one on the next lower stage. 

In a very general sense, research from high reliability organizations, networked 

organizations, and inter-organizational systems is relevant in the study of supply chain 

reliability. Some of the research within this area focuses on risk management in a 

special breed of organizations, called virtual organizations, which are also a collection 

of companies under independent ownership that come together for a common 

purpose.  Paulsson (12) provides a good survey of the recent literature in the field. 

Supply Chain Risks: 

Classification of SC risk Problems 

     Based on its nature, uncertainty in the supply chain may manifest itself in three 

broad forms- deviation, disruption and disaster- as explained below. 
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Deviation- A deviation is said to have occurred when one or more parameters, such 

as cost, demand, lead-time, etc., within the supply chain system stray from their 

expected or mean value, without any changes to the underlying supply chain structure. 

Examples to deviations 

1. Variations in demand 

2. Variations in Supply 

3. Variations in procurement, production and logistics 

costs 

4. Variations in transportation and production lead-times.              

Disruption:  A disruption occurs when the structure of the supply chain system is 

radically transformed, through the non-availability of certain production, warehousing 

and distribution facilities or transportation options due to unexpected events caused 

by human or nature.      

Example to disruptions 

1. Disruptions in production ( Taiwan earthquake resulted 

in disruption of IC  

Chip production, Component production for disrupted 

due to a fire in Toyota’s supplier’s factory in Mexico 

resulting in downstream factory shutdown) 

2. Disruptions in supply (Meat-supply was disrupted due 

to spread of foot-and-mouth disease in England). 

3. Disruptions in logistics ( US port shutdown disrupted 

the transportation of components from Asia to the US ) 

Disaster:  

              A disaster is defined as a temporary irrecoverable shut-down of the supply 

chain network due to unforeseen catastrophic system-wide disruptions. 
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Examples of disasters; 

1. Terrorist Action (The entire US economy was 
temporarily shutdown due to the downturn in 
consumer spending, closure of international borders 
and shut-down of production facilities in the 
aftermath of the terrorist attacks on the 11th of 
September 2001. 

     Furthermore, supply chains need to be robust at three levels; Strategic, tactical and 

operational and they need to be to handle minor regular operating deviations and 

major disruptions at each of these three levels.  For example, at the operational level, 

companies require decision support systems that can act on information from various 

partners regarding various deviations and disruptions to reschedule activities so that 

the business processes are synchronized and deliveries are undertaken within 

customer delivery windows and cost limitations.  At the tactical level, plans need to 

have redundancies in terms of human and machine resources and also logistics and 

supply organizations.  At the strategic level, more reliable partners with intrinsic 

capabilities in deviation and disruption handling, and the skills and ability to adapt to 

changing market conditions will be preferred and selected. 

    A complete classification of risk management issues, with examples at various 

levels and of various scopes is presented below, with examples. 

Planning Level Type of events Example 

Strategic Deviation 

 

Disruption 

Logistics/Manufacturing 

Capacity Addition 

Supplier bankruptcy 

 

Tactical Deviation 

Disruption  

Order forecast 

Port strike 

Operational Deviation 

Disruption 

Lead-time variation 

Machine/Truck breakdown 
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Classification of Approaches:  

         Accepting the fact that uncertainty cannot be completely eliminated, there are 

two general approaches to manage uncertainty- preventive and interceptive. 

     The preventive route to managing uncertainty seeks to reduce the likelihood of 

occurrence of an undesirable deviation or disruption through the design of a robust 

chain.  The process starts with identifying the set of unexpected events (also 

commonly known as exceptions) that can occur in the chain including the interfaces.  

For each of these events one can conduct the root cause analysis and devise ways and 

means to reduce the probability of their occurrence.  

 

     The interceptive approach on the other hands attempts to contain the loss by active 

intervention subsequent to the occurrence of the event (for e.g. if there is a disruption 

in the supply of a critical component, buy it in an exchange).  This requires a very 

good understanding of all the available alternatives and their impact on the supply 

chain. 

 

     In both cases it is first necessary to identify the exceptions that can occur in the 

chain, estimate the probabilities of their occurrence, map out the chain of immediate 

and delayed consequential events that propagate through the chain and quantify their 

impact.  In the preventive approach, the knowledge of exception probabilities and 

their resulting impact is employed to design chains that are inherently robust and 

resilient to exceptions.  In the interceptive approach, once an exception occurs, based 

upon the map of consequential events and their impact actions that minimize the 

impact of the exception are initiated. 

Failure or Disruption Modes: 
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     In a supply chain exceptions can occur at various nodes-on the supply side, 

demand side, during transport or in storage – and due to a variety of different causes.  

There could be failures of power and communications or employee strikes.  There is 

also a risk of breach of trust by partners, by outside elements.  It is not possible to list 

all of them but we have the following possible modes of disruption. 

 
Mode of disruptions  Description 

Supply side Delay or unavailability of materials from suppliers, 

leading to a shortage of inputs that could paralyze the 

production. 

Transportation Delay or unavailability of either inbound or outbound 

transportation to move goods due to carrier breakdown or 

weather problems. 

Facilities Breakdown of machines, power or water failure leading 

to delay or unavailability of plants, warehouses and office 

buildings. 

Breaches in freight or 

partnerships 

Violation of the integrity of cargoes, products (can be due 

either to theft or tampering with criminal purpose, e.g. 

smuggling weapons inside containers) or company 

proprietary information. 

Field communications Failure of information and communication infrastructure 

due to line, computer hardware or software failures or 

virus attacks, leading to the inability to coordinate 

operations and execute transactions. 

Wild demand fluctuations Sudden loss of demand due to economic downturn, 

company bankruptcies, war, etc. 

 
 

           
 Illustration:- 

     Let us consider a set of possible suppliers.  We denote by N the set of all suppliers, 

which includes the manufacturer.  N is portioned in K stages.  A stage consists of all 
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possible suppliers for a specific product, required as a component for the 

manufactured product on the succeeding stage.  The Supply chain can be represented 

as a network.  An integrated multi-echelon supply chain is considered, comprising of 

multiple production stages for the components of either the final product or other 

intermediary components.  The nodes of the network correspond to suppliers N.  We 

denote by nÎN the final manufacturer node, which by definition is on stage Sk.  An 

arc e =( u,v) corresponds to a feasible supply channel from supplier u to customer v .  

Let A be the set of all arcs and let Iv/Ov denote all incoming / outgoing arcs of node v. 

      Component manufacturers, which consist of the nodes on intermediate stages Si, 

iÎ{2…..,k-1}, are simultaneously suppliers (to the nodes on the next stage ) and 

customers ( to the nodes on the previous stage).  Thus, a node uÎSi , iÎ{1,….,k-1} is 

connected to the nodes on the succeeding stage Si+1.     

    The manufacturer has to meet a demand of  D units of the final product.  Let Xe be 

the amount of units supplied along arc e.  Let Cv  be the capacity of supplier v. 

 Then,     å Xe  £ Cv    for all vÎN/{n}                
  eÎOv 

    For the uncapacitated case, i.e. Cv =¥   for all vÎN, the supply chain is always a 

serial supply chain.  This type of a supply chain has only one supplier per stage and 

the critical supply items flow along a single path from the supplier on the first stage to 

the end manufacturer.  This makes the supply chain extremely vulnerable to failure of 

suppliers.  The overall performance critically depends on the performance of each and 

every supplier in the network.  A failure of a single supplier disrupts the entire supply 

chain.  Therefore a serial supply chain is not robust at all.    

     As a first step towards less risk of severe disruptions, the supply chain can be 

improved by choosing a more reliable supplier on each stage. 
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     Even after considering reliability of suppliers in designing a supply chain, it has a 

lower risk of failing, but the effect of a supplier failure remains the same.  If a single 

element in the serial chain fails, it disrupts the entire chain.  To further improve the 

performance of the supply chain, fail-safe features have to be included.   

 

    Reducing the impact of failures on the output of the supply chain and thus making 

it more robust can be achieved by building redundancy into the network, i.e. 

increasing the number of suppliers on the each stage.  In case of a failure the 

remaining unaffected suppliers still provide their share of the total demand of critical 

supply.  The supply chain is now much less likely to be completely disrupted, since 

for a complete disruption all suppliers on the same stage have to fail simultaneously.   

 

     One way of managing a supply chain with redundant suppliers is to add sourcing 

limit from each suppliers.  The sourcing limit imposes an upper bound on the amount 

of critical supply a node can source from a single supplier.  The upper bound is 

expressed in terms of a given percentage w of the total demand of the node.  The 

supplier sourcing limit is, 

                                                                                                     k 

                         Xe £ w.å  Xe           for all    vÎÈ Si ,  for eÎIv       
                                     eÎIv                         i=2 

        

Given the expected probabilities for various supplier disruption scenarios and the 

supply shortfalls under each of these scenarios the objective for the manufacturer is to 

choose a set of suppliers that minimize the expected shortfall during the operation of 

the supply chain.   
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   We are considering the option between any two nodes in our network considering 

redundant suppliers. With the probabilities for supplier non-performance and 

knowledge of supply shortfalls under various resulting end states the following Mixed 

Integer programming model is used.  

 

     For this model, we define the impact in terms of the risk as given by the expected 

shortfall in the total supply chain from its expected value.  Given the expected 

probabilities for various exception scenarios and the supply shortfalls under each of 

these scenarios the objective is to choose a set of suppliers that minimize the expected 

shortfall during the operation of the supply chain. 

Identifiers:  

sÎS      Supplier identifier 

iÎI        Scenario (state) identifier. I is the set of all supply 

  Scenarios, which is obtained as a mix of all combinations 

  Of supplier non-performance events for all the suppliers in 

  Set J. 

Parameters: 

D          Supply required. 

Xi         Quantity supplied by supplier i. 

Cj Capacity of supplier j. 

Variables: 

Fj            0 if supplier j is not selected and 1 if selected. 

Yi    Shortfall in the total supply  in scenario i. 
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Model: 

Minimize 

I 

å  pi.yi 
i=1

 ………..(1) 

Subject to: 

         S 

D- å  xs =yi         for all  iÎI               ……..(2) 
       s=1    
 

Xs= Fs * Cs            for all  sÎS              ……..(3) 

     

 The objective of the model is to choose suppliers such that the expected shortfall in 

supply, in the case of supplier disruptions is minimized.  This is subject to the 

constraint no. 2 , which calculates the shortfall for each possible supply scenario.  

Also, the quantity supplied by any supplier is dependent on its capacity and also on 

the decision whether or not the supplier is included into the supply chain network (3).  

When the supplier is included into the supply chain network his supplies are 

equivalent to his capacity.  

 

  Computational results: 

 

     The model described above is formulated in Microsoft Excel and solved using the 

solver add- in. 

This model was solved for a problem with 4 suppliers.  The probabilities of supplier 

disruption for all the suppliers (individually and in various combinations) are 

considered as given.   The supply required by the node is 450. 

   The capacity of the suppliers is as follows. 

This watermark does not appear in the registered version - http://www.clicktoconvert.com

http://www.clicktoconvert.com


  Supplier 1, capacity is 200 

  Supplier 2, capacity is 220 

  Supplier 3, capacity is 270 

  Supplier 4, capacity is 250 

Table.  Probabilities of various supply situations. 

 
 
              The model is solved with above data. The optimal selection of suppliers 

included suppliers 1 and 4.    

 

Conclusion: 

    We focus on the design of reliable and robust supply chains, at the strategic level, 

that are resilient to disruptions that may occur at the suppliers. This palys a vital role 

Scenarios Suppliers Disrupted Probability 

1 1 0.05 

2 2 0.04 

3 3 0.08 

4 4 0.01 

5 1&2 0.0015 

6 1&3 0.0015 

7 1&4 0.0016 

8 2&3 0.0014 

9 2&4 0.0013 

10 3&4 0.0012 

11 1,2&3 0.0004 

12 1,2&4 0.0005 

13 2,3&4 0.0003 

14 3,4&1 0.0002 

15 All suppliers disrupted 0.000001 

16 None disrupted 0.8 
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in managing disruptions in a supply chain.  Robustness is build into  supply chain 

design by selecting suppliers that minimize the variability of supply chain 

performance in terms of output.         
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